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Aims 
• Introduction to E-safety  
• Risks –Myanmar 
• Reports – CEOP, EUKidsOnline, Indonesia 
• British Council response 
• Organisational approaches – staff, training and 

children 



What is E-Safety? 

 E-safety highlights the need to educate staff, 

children and young people about the benefits, 

risks and responsibilities of using computers, 

laptops, tablets, and other electronic 

communications via mobile phones, games 

consoles, and wireless technology 



How the British Council uses IT and Online 
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Risks - Myanmar 

• Limited history of internet access and usage 

• Difference in adult/child understanding 

• Technology 

• Internet risks 

• English 

• Firewalls 

• Games 

• Increase in phones with internet access/3G/wifi 

• Lack of formal governmental/legal structure to protect 
 



Risks - Myanmar 

CEOP (Child Exploitation and Online Protection) 
 
‘Live streaming of sexual abuse will increase…’ threat 

results from a juxtaposition of factors which includes  

• extreme poverty,  

• increasing penetration of high speed internet and  

• poor local child protection response 

 



Risks - Myanmar 

CEOP Findings (Child Exploitation and Online Protection) 

 

• Increased use of smart phones results in increased ‘self-

generated indecent imagery’ 

• Difficulty of direct parental supervision 

• Ease of images finding their way to open internet  



CEOP - Transnational Abuse 
 

• Thailand and Vietnam identified as ‘presenting favourable 

circumstances’  

• South East Asia continues to be targeted 

• Children working in sex industry (over 20% of international 

tourists had witnessed this in SE Asia) 

• Increasingly observed in Thailand (young boys living on the 

street, migrant boys and child labourers particularly at risk) 

Risks - Myanmar 



2012 (UK EU Online Survey) 
• 8 to 11 year olds do not know 12% of their SN ‘friends’ 

in the real world - around 11 ‘friends’ per child.  
 

• 12 to 15 year olds do not know 25% of ‘friends’ (72 
per child)  
 

• 25% of 8 to 11 year olds and a third of 12 to 15 year 
olds communicate with people online that they don’t 
know in the real world.  

Risks - UK 



2012 (UK EU Online Survey) 
Top activities 
• using the internet for schoolwork (92%),  
• playing games (83%),  
• watching video clips (75%) and  
• social networking (71%) 

 
• 39% 9-16 year old internet users have looked for new 

friends on the internet,  
• 32% have added contacts they don’t know face-to-face, and  
• 11% have sent an image of themselves to someone they 

have not met face to face. 

UK 



 2012 (UK EU Online Survey) 
 
• 55% of 11-16 year old internet users say they find it 

easier to be themselves online 
 

• 49% talk about different things online than offline 
 

• 29% talk about more private things online than 
when present with other people face to face.  

UK 



UK 



UK 



UK 



• 41% lie about their age 

• 25% (approx) interact online with people they don’t know in 

real life 

• 50% shared school contact details 

• 24.5% have shared phone number and address 

• 22.3% have shared personal photos 

• 17.9% have shared information about their families 
Source: Challenges to Child Online Protection – Indonesia, Gati Gayatri, Ministry of CIT (presented at 2015  regional conference in Kuala Lumpur 

Indonesia 



Implications (Myanmar) 

• Access to inappropriate material 

(intentional/unintentional) 

• Cyber-bullying 

• Sharing personal information 

• Personal/easily identifiable information 

•  (including ‘sexting’) 

• Trafficking/grooming (paying for SIM cards) 

• Adults posing as children on social media 



Risk Assessment: Process 
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Procedures 

Infrastructure 
and 

Technology
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Consultation and Analysis of British Council Operations 



Risk Assessment: Process 
Internal 

Consultation 

• Questionnaire 
 

• Country visits 
 

• Dialogue with 
key staff 

 

Online Safety 
Review Tools 

• Online 
Compass E-
safety Review 
 

• KSC Social 
Media 
Guidance 
 

• 360 degree 
Safe Structure 
Audit 

Training and 
Conferences 

• CEOP 
Ambassador 
Course 
 

• Inside the 
Mind of a 
Child Sex 
Offender 
 

• How Sex 
offenders Use 
the Internet 
 

• NSPCC KCS 
Online Safety 
E-learning 

 

Research and 
Analysis 

• British Council 
child 
protection 
incidents 
 

• Becta 
Safeguarding 
Children in a 
Virtual World 
 

• South West 
Learning Grid 
Resources 
 

• UK Safer 
Internet Centre 
Resources  
 
 
 



E-safety Self Review 



Mediation 
• Parents  

• Active 

• Restrictive 

• Monitoring 

• Technical 

• Teachers 

• Peers 

• Other 

UK 



Top Tips for Staff 
 Supervision – Ensure children are always supervised when using the internet 

and they are aware of acceptable and unacceptable use of online 
communications and technology  

 
 Check Content - Check the appropriateness of online content and 

surrounding content  that you are intending to use with children before 
exposing it to them 

 
 Safe Search - Check the search engine results for any tasks where you are 

directing children to use the internet. Children may not have filtering at home 
and therefore recommend that they utilise the search provider’s “Safe Search” 
setting 

 
 Professional Conduct – Ensure you have the most stringent privacy settings 

on your personal social media accounts check the search engine results first  



Top Tips for Children 

Don’t post any personal 
information online  

Keep your privacy 
settings as high as 

possible 

Think carefully before 
posting pictures or 
videos of yourself. 
Once you’ve put a 

picture online, it’s not 
just yours anymore 

Never give out your 
passwords 

Don’t meet up with 
people you’ve met 

online. Speak to your 
parent or carer about 

people suggesting you 
do 

If you see something 
online that makes you 
feel unsafe or worried: 
leave the website, and 

tell a trusted adult 
immediately 

Remember that not 
everyone online is who 

they say they are 

Think carefully about 
what you say before 
you post something 

online 

Don’t befriend people 
you don’t know 



ကုိယ္ေ◌ရး◌ုကုိယ�ာေအၾကာင္◌းအရာ 
ေ◌�တကုိ မတင�ါနဲ ◌့ 

မိမိ၏ �အ� �ိ ုင္◌းအသံုး◌ျပဳမႈဆု◌ိင�ာ 
ကုိယ္ေ◌ရးအခ်က�လက�်ားကုိ 

လံုၿခံဳြစာသိမ္◌းဆ�္◌းထားပါ။ 

မိမိ၏ဓာတ�ံ ◌ု၊ဗီဒီယုိ တုိ႕  ကုိမတင�ီ 
ေ◌ေသသခ်ာခ်ာ စဥ◌◌္းစားပါ။ 

သြင�� �ိ ုင္◌းေ◌ပၚပံ◌ုတစ�ံ ◌ုတင္◌ျပီး�သားတ
◌ာနဲ႕ 

အဲဒါကုိသင္ ေတယာက��္◌း 
မပုိင �ိ ုင္ေ◌တာ့ဘူး။ 

လိ◌ဳွ်႕ ဝွက�ံ ပါတ�ိ ု ေမပးပါနဲ႔ 

�အ� �ိ ုင္◌း မွာေ◌�တ႕ တဲ႔လူကုိအျပင�ာွ  
ေမ�တ႕ ပါနဲ႕  ။ အဲဒီလုိေ◌�တ႕  ဖုိ႔ 

ေ◌◌ျပာရင ��္◌း  
မိဘ(သုိ႕  မဟုတ္) ေ◌စာင္◌့ေ◌�ွာက�ူ 

ေ◌�တ နဲ႕  တုိင�င�ါ။ 

အကယ္၍�အ� �ိ ုင္◌းေ◌ပၚကသင္◌ျမင�တ့ဲ 
တစံ◌ုတရာ ကသင္◌့ကုိမလံ◌ု◌ျခံ◌ဳမႈ 
ဒါမွမဟုတ္ စုိးရိမ�ရာ ◌ျဖစ �ာခ့ဲမယ�ိ ုရင�ဲဒီ 
ဝက�ဆုိဒ္◌္ က ခ်က�်င္◌း�ထက္◌ျပီး 
ယံ◌ုၾက��တဲ ◌့လူၾကီးတဦး ကုိ 

 ခ်က�်င္◌း ေ◌◌ျပာ◌ျပပါ။ 

�အ� �ိ ုင္◌းေ◌ပၚကလူေ◌�တဟာသူတုိ႕ေ◌◌ျ
ပာ 

သလုိ မဟုတ�ူးဆုိတာကုိ မွတ�ားပါ။ 

စကားေမ◌ျပာခင္ (သုိ႕မဟုတ္) 
ေအၾကာင္◌းအရာ တစ�ု မတင�ီ ဆံုး◌ျဖတ�ါ။ 

ကုိယ�သိတ့ဲလူေ◌�တနဲ႕ 
မိတ္ေ◌�ဆမ�ဖဲ႕ပါနဲ႕။ 

က ိုယ္ေရးု က ိုယ္တာအေၾ   က ာင္းအရာ  

ေတြ က ို မတင္ပါနဲ   ့

မိမိ၏ အြန္လုိင္းအသံုးျပဳမႈဆိုင္ရာ 
ကုိယ္ေရးအခ်က္အလက္မ်ားကုိ 

လံုၿခဳံစြာသိမ္းဆည္းထားပါ။ 

မိမိ၏ဓာတ္ပံု၊ဗီဒီယို   တို ႕  က ိုမတင္မီ  

ေသေသခ်ာခ်ာ   စဥ္းစားပါ။ 

သင္အြန္လိုင္းေပၚပံုတစ္ပံုတင္ျပီးသြားတာနဲ       ႕ 

အဲဒါ က ိုသင္  တေယာ  က ္တည္း   

မပိုင္ဆိုင္ေတာ့ဘူး။    

လိ်ွဳ ႕ ဝွက ္နံပါတ္ က ို မေပးပါနဲ႔ 

အြန္လိုင္း   မွာေတြ ႕ တဲ ႔လူ က ိုအျပင္မွာ   

မေတြ ႕ ပါနဲ႕  ။ အဲဒီလိုေတြ   ႕  ဖို႔ 

ေျပာရင္လည္း    

မိဘ (သို ႕  မဟုတ္  ) ေစာင့္ေရွာက ္သူ  

ေတြ  နဲ႕  တိုင္ပင္ပါ။  

အ က ယ္၍အြန္လိုင္းေပၚ   က သင္ျမင္ရတဲ့   

တစံုတရာ   က သင့္ က ိုမလံုျ ခံဳမႈ ဒါမွမဟုတ္   

စိုးရိမ္စရာ ျဖစ္လာခဲ့မယ္ဆိုရင္အဲ    ဒီ 

ဝက ဘဆို  ဒ္္ က  ခ်က ္ခ်င္းထြ က ္ျပီး 

ယံုၾ က ည္ရတဲ   ့လူၾ က ီးတဦး  က ို 

 ခ်က ္ခ်င္း ေျပာျပပါ။ 

အြန္လုိင္းေပၚကလူေတြဟာသူတုိ႕ေျပာ 
သလုိ မဟုတ္ဘူးဆုိတာကုိ မွတ္ထားပါ။ 

စက ားမေျပာခင္ (သို ႕မဟုတ္  ) 

အေၾ က ာင္းအရာ  တစ္ခု  မတင္ မီ 

ဆုံးျဖတ္ပါ။   

ကုိယ္မသိတ့ဲလူေတြနဲ႕ မိတ္ေဆြမဖြဲ႕ပါနဲ႕။ 

 



Online Resources 



South West Grid for Learning – www.swgfl.org.uk/products-services/Online-Safety-Services 
 



www.thinkuknow.co.uk 
 



www.thinkuknow.co.uk 



Kidsmart – www.kidsmart.org.uk 
 



Contact details and web links 
Nicola Edwards – Child Protection Focal Point/Academic Manager 
British Council Myanmar  
Nicola.edwards@mm.britishcouncil.org/  
T +95 (1) 256290 | F +95 (1) 245345 | BCTN (internal) 373 3105 
 

Web Links 
Thinkuknow – www.thinkuknow.co.uk 

NSPCC tra ining – www.nspcc.org.uk/what-you-can-do/get-expert-tra ining/keeping-children-safe -online-

course / 

Child Exploita tion and Online  Protection Centre  (CEOP) ceop.police .uk 

Threat Assessment of Child Sexual Exploitation and Abuse (2013) 

http://ceop.police .uk/Documents /ceopdocs /CEOP_TACSEA2013_240613%20FINAL.pdf 

South Wes t Grid for Learning – www.swgfl.org.uk/products -services /Online-Safety-Services  

Kidsmart – www.kidsmart.org.uk 

EU Kids Online - Risks and safety for children on the internet: the UK report (2010) 

http://www.lse .ac.uk/media@lse/research/EUKidsOnline /EU%20Kids%20II%20(2009-

11)/Nationa l%20reports /UKReport.pdf 

 

mailto:Nicola.edwards@mm.britishcouncil.org/
http://www.kidsmart.org.uk/
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/EU Kids II (2009-11)/National reports/UKReport.pdf
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/EU Kids II (2009-11)/National reports/UKReport.pdf
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/EU Kids II (2009-11)/National reports/UKReport.pdf
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/EU Kids II (2009-11)/National reports/UKReport.pdf
http://www.lse.ac.uk/media@lse/research/EUKidsOnline/EU Kids II (2009-11)/National reports/UKReport.pdf
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